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Privacy GEri


This project is part of FIWARE. This project contains ZHAW’s Privacy GEri in FIWARE [https://www.fiware.eu]. Also check the FIWARE Catalogue [http://catalogue.fiware.org] for more Generic Enablers.


Copyright 

©


 2015 Zürcher Hochschule der Angewandten Wissenschaften
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Please have a look at the installation guide or the user’s guide
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Privacy GEri Users and Programmer’s Guide





Before You Start


You should familiarise yourself with the concepts of the Privacy GE as laid out in the Privacy GE architecture description; see also the README.





User Guide


We start with the issuer. A freshly installed issuer will look like this:


[image: Issuer-Initial]


The first order of the day is to obtain a credential specification. We are here using the FAKE provider, which is useful for demo purposes, but which MUST NOT BE USED IN PRODUCTION. Note the informative message, which we can ignore in the FAKE provider.


[image: Issuer-Obtain-Credspec]


The code will then look into the respective object (SQL table or LDAP schema) and extract the available attributes. You can then decide which of those attributes you want in your credential. All attributes that you later want to verify or that you want to compute predicates on must be present.


[image: Issuer-Create-Credspec]


Now we have tied issuer parameters to credential specifications in the issuer parameters.


[image: Issuer-Tie-Credspec]


Now we need to specify a rule that tells us how to extract the attribute from the LDAP schema or SQL table. Since we’re using the FAKE provider, we can put anything in that form field; in production, you may need to put other values here.


[image: Issuer-Add-Query-Rule]
[image: Issuer-Query-Rule-Added]


Now let’s switch to the verifier. The first thing to do is load the system parameters from the issuer.


[image: Verifier-Load-System-Params]
[image: Verifier-Loaded-System-Params]


Now let’s look at the credential specification:


[image: Verifier-Loaded-Credspec]


Back to the user. It’s time to get a credential. First, we load the issuer settings and look at the available credential specification.


[image: User-Load-Settings]
[image: User-View-Credspec]


Now, to obtain a credential for that credential specification, we need to authenticate:


[image: User-Authenticate]
[image: User-Credential-Obtained]
[image: User-View-Credential]


Back to the verifier. We now want to accept a credential for a resource only if the someAttribute value is less than 123.  For this, we first define a resource, which is simply a name associated with a redirection URL.


[image: Verifier-Define-Resource]


Now we define the presentation policy for this resource.


[image: Verifier-Define-PresPol1]
[image: Verifier-Define-PresPol2]


Now finally back to the user. We want to access the resource resource, which we know is protected by the verifier at a specific URL. (This step is made explicit here, but could just as well be automated by giving a specific link.)


[image: User-Access-Resource]


The verifier asks us to prove that we possess a credential from our issuer in which someAttribute is less than 123. The user service goes through our credentials ans shows us all the credentials that match. If there were several, we could choose the one that we like best. (This step is automatable as well so that no actual user interaction is required.)


[image: User-Prove-Predicate]


The verifier tells us that our presentation token has been verified and sends us a redirection URL. We cklick on that URL...


[image: User-Redirect-Url]


...and see the previously protected reesource. (This step too is automatable so that no actual user interaction is required.)


[image: User-Resource-Accessed]





Programmer’s Guide


For the purposes of this guide, we will assume that the services are deployed under these URLs:



		Issuer: http://localhost:8888/zhaw-p2abc-webservices/issuance


		User: http://localhost:8888/zhaw-p2abc-webservices/user


		Verifier: http://localhost:8888/zhaw-p2abc-webservices/verifier





NOTE: You will see that the interaction through the APIs is vastly more complicated than the interaction through the GUIs. This is due to the library-like generic nature of the p2abcengine. The GIUs simplify this interaction by narrowing down choices.



Overview of Interactions



		Create system parameters and distribute them to user and verifier. The system parameters contain various things such as the issuer’s public key and other cryptographic parameters. They must be the same for issuer, user, and verifier. Or rather, user and verifier must know about the system parameters used by the issuer.


		Set up a credential specification. This entails obtaining the column names and types from the attribute provider and creating a credential specification from the available attributes.


		Create a query rule. This entails installing a SQL query that selects an integer attribute from the attribute provider. In this case, we will select an “income” attribute.


		Create issuer parameters and an issuance policy. This is a file that says what kinds of credentials will be issued. Issuer, user, and verifier will need the same issuance policy.


		Create a credential. This is a multi-step process in which the user and issuer exchange a variety of messages. The user authenticates to the issuer using the authentication provider and the issuer then accumulates enough information through a multi-round protocol to issue the credential. The credential is stored in the user service.


		Create a presentation policy. The verifier wants to grant access to a resource only for people whose incomes are less than 125. (The value of that attribute in the database is 100, so this should verify later.)


		Create a presentation token. This is a complicated process involving several user interactions (all pre-empted in the GUI version of the service) where the user is shown the credentials that satisfy the presentation policy and is asked to select one.


		The verifier finally verifies the presentation token sent to it by the user service.








Set Up System Parameters


First, create system parameters at the issuer.


    curl --user both:tomcat \
         -X POST \
         --header 'Content-Type: text/xml' \
         'http://localhost:8888/zhaw-p2abc-webservices/issuance/protected/setupSystemParameters/\
           ?securityLevel=80\
           &cryptoMechanism=urn:abc4trust:1.0:algorithm:idemix' \
         > ./out/systemparameters.xml



This sets up a new issuer with new system parameters. Every issuer has system parameters; they consist of private key material. The securityLevel parameter gives the equivalent of bit length in a secret-key encryption scheme. Here we are going for 80 bit security, which is enough for this demonstration. In production, you may want to go for a higher level such as 128.


The cryptoMechanism parameter should be set to Idemix.


The next step is to install these system parameters at the user and verifier.


    curl -X PUT \
         --header 'Content-Type: text/xml' \
         -d @./out/systemparameters.xml
         'http://localhost:8888/zhaw-p2abc-webservices/user/storeSystemParameters/'



After this step, the file systemparameters.xml should look something like this:


    <?xml version="1.0" encoding="UTF-8" standalone="yes"?>
      <SystemParameters xmlns="http://abc4trust.eu/wp2/abcschemav1.0"
          Version="1.0">
        <SystemParameters:SystemParameters
             xmlns:SystemParameters="http://www.zurich.ibm.com/security/idemix" 
             xmlns="http://www.zurich.ibm.com/security/idemix" 
             xmlns:xs="http://www.w3.org/2001/XMLSchema" 
             xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
             xsi:schemaLocation="http://www.zurich.ibm.com/security/idemix ../xsd/SystemParameters.xsd">
           <Elements>
             <l_e>597</l_e>
             <l_ePrime>257</l_ePrime>
             <l_Gamma>1024</l_Gamma>
             <l_H>256</l_H>
             <l_k>144</l_k>
             <l_m>256</l_m>
             <l_n>1024</l_n>
             <l_Phi>80</l_Phi>
             <l_pt>72</l_pt>
             <l_r>72</l_r>
             <l_res>1</l_res>
             <l_rho>256</l_rho>
             <l_v>1443</l_v>
             <l_enc>256</l_enc>
           </Elements>
         </SystemParameters:SystemParameters>
         <GroupParameters:GroupParameters
             xmlns:GroupParameters="http://www.zurich.ibm.com/security/idemix"
             xmlns="http://www.zurich.ibm.com/security/idemix"
             xmlns:xs="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
             xsi:schemaLocation="http://www.zurich.ibm.com/security/idemix ../xsd/GroupParameters.xsd">
           <References>
             <SystemParameters>
               http://www.zurich.ibm.com/security/idmx/v2/sp.xml
             </SystemParameters>
           </References>
         <Elements>
           <Gamma>301756703774...</Gamma>
           <g>914837025769...</g>
           <h>238129834933...</h>
           <rho>9089953707...</rho>
         </Elements>
       </GroupParameters:GroupParameters>
       <uprove:KeyLength 
           xmlns:uprove="urn:eu:abc4trust:systemparameters:uprove:1.0">
         2048
       </uprove:KeyLength>
       <uprove:GroupOID 
           xmlns:uprove="urn:eu:abc4trust:systemparameters:uprove:1.0">
         1.3.6.1.4.1.311.75.1.1.1
       </uprove:GroupOID>
       <uprove:NumberOfTokens 
           xmlns:uprove="urn:eu:abc4trust:systemparameters:uprove:1.0">
         50
       </uprove:NumberOfTokens>
     </SystemParameters>



Now we install the system parameters in the user service:


    curl -X PUT \
         --header 'Content-Type: text/xml' \
         -d @./out/systemparameters.xml \
         'http://localhost:8888/zhaw-p2abc-webservices/user/storeSystemParameters/' \
         > ./out/storeSystemParametersResponceAtUser.xml



The response will look like this:


    <?xml version="1.0" encoding="UTF-8" standalone="yes"?>
    <ABCEBoolean
        xmlns="http://abc4trust.eu/wp2/abcschemav1.0"
        value="true"/>



Finaly we install the system parameters in the verifier service:


    curl --user both:tomcat \
         -X PUT \
         --header 'Content-Type: text/xml' \
         -d @./out/systemparameters.xml \
         'http://localhost:8888/zhaw-p2abc-webservices/verification/protected/storeSystemParameters/' \
         > ./out/storeSystemParametersResponceAtVerifier.xml



The response will look like this:


    OK






Set Up Credential Specification


The next step is to set up a credential specification. This is a specification that tells the involved parties what attributes they can expect in a credential.  First, prepare an attribute collection:


    curl --user both:tomcat \
         -X GET 'http://localhost:8888/zhaw-p2abc-webservices/issuance/protected/attributeInfoCollection/userdata' \
         > ./gen/attrInfoCol.xml



The file attrInfoCol.xml should look something like this:


    <?xml version="1.0" encoding="UTF-8" standalone="yes"?>
    <abc:attribute-info-collection
        xmlns:abc="http://abc4trust.eu/wp2/abcschemav1.0">
      <abc:name>userdata</abc:name>
      <abc:attributes>
        <abc:attribute>
          <abc:name>someAttribute</abc:name>
          <abc:mapping>xs:integer</abc:mapping>
          <abc:encoding>
            urn:abc4trust:1.0:encoding:integer:signed
          </abc:encoding>
          <abc:friendly-descriptions>
            <abc:friendly-description>
              <abc:language>en</abc:language>
              <abc:value>someAttribute attribute</abc:value>
            </abc:friendly-description>
          </abc:friendly-descriptions>
        </abc:attribute>
      </abc:attributes>
    </abc:attribute-info-collection>



Now create a credential specification using the attributes:


    curl --user both:tomcat \
         -X POST \
         --header 'Content-Type: application/xml' \
         -d @./gen/attrInfoCol.xml \
         'http://localhost:8888/zhaw-p2abc-webservices/issuance/protected/generateCredentialSpecification/' \
         > ./gen/credSpec.xml



The credential specification will look something like this:


    <?xml version="1.0" encoding="UTF-8" standalone="yes"?>
    <CredentialSpecification
        xmlns="http://abc4trust.eu/wp2/abcschemav1.0"
        Version="1.0"
        KeyBinding="true"
        Revocable="false">
      <SpecificationUID>urn:fiware:privacy:userdata</SpecificationUID>
      <FriendlyCredentialName lang="en">
        userdata credential specification
      </FriendlyCredentialName>
      <AttributeDescriptions MaxLength="256">
        <AttributeDescription
            Type="someAttribute"
            DataType="xs:integer"
            Encoding="urn:abc4trust:1.0:encoding:integer:signed">
          <FriendlyAttributeName lang="en">
            someAttribute attribute
          </FriendlyAttributeName>
        </AttributeDescription>
      </AttributeDescriptions>
    </CredentialSpecification>



We install this credential specification at the user services:


    curl -X PUT \
         --header 'Content-Type: text/xml' \
         -d @./gen/credSpec.xml \
         'http://localhost:8888/zhaw-p2abc-webservices/user/storeCredentialSpecification/urn%3Afiware%3Aprivacy%3Acredspec%3Auserdata' \
         > ./out/storeCredentialSpecificationAtUserResponce.xml



The response will look something like this:


   <?xml version="1.0" encoding="UTF-8" standalone="yes"?>
   <ABCEBoolean
       xmlns="http://abc4trust.eu/wp2/abcschemav1.0"
       value="true"/>



We install this credential specification at the verifier service:


    curl --user both:tomcat \
         -X PUT \
         --header 'Content-Type: text/xml' \
         -d @./gen/credSpec.xml 'http://localhost:8888/zhaw-p2abc-webservices/verification/storeCredentialSpecification/*magic*/urn%3Afiware%3Aprivacy%3Acredspec%3Auserdata' \
         > ./out/storeCredentialSpecificationAtVerifierResponce.xml



The response will look something like this:


    OK






Set Up Query Rule


Now, install a query rule that will look for an integer attribute. Here, we take a column named “income”:


    <?xml version="1.0" encoding="UTF-8" standalone="yes"?>
    <abc:query-rule xmlns:abc="http://abc4trust.eu/wp2/abcschemav1.0">
      <abc:query-string>
        SELECT nickname, income FROM userdata WHERE nickname = '_UID_'
      </abc:query-string>
    </abc:query-rule>



If this file is queryRule.xml, we now install this rule at the issuer:


    curl --user both:tomcat \
         -X PUT \
         --header 'Content-Type: application/xml' \
         -d @queryRule.xml \
         'http://localhost:8888/zhaw-p2abc-webservices/issuance/protected/queryRule/store/urn%3Afiware%3Aprivacy%3Auserdata'






Set Up Issuance Policy


Now the final step to set up the issuer is to install an issuance policy. This is what one may look like:


    <?xml version="1.0" encoding="UTF-8" standalone="yes"?>
    <IssuancePolicy
        xmlns="http://abc4trust.eu/wp2/abcschemav1.0"
        Version="1.0">
      <PresentationPolicy
          PolicyUID="http://thebestbank.com/creditcards/issuance/policy">
        <Message>
          <Nonce>KNsRu9cGzkaeabogeRVV</Nonce>
          <ApplicationData>
            <TestApplicationData>
              <Data
                  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
                  xmlns:xs="http://www.w3.org/2001/XMLSchema"
                  xsi:type="xs:string">
                Generic
              </Data>
            </TestApplicationData>
          </ApplicationData>
        </Message>
      </PresentationPolicy>
      <CredentialTemplate>
        <CredentialSpecUID>urn:fiware:privacy:userdata</CredentialSpecUID>
        <IssuerParametersUID>urn:fiware:privacy:userdata:issuer-params</IssuerParametersUID>
        <UnknownAttributes/>
      </CredentialTemplate>
    </IssuancePolicy>



We put this in a file called issuancePolicy.xml and install it at the issuer:


    curl --user both:tomcat \
         -X PUT \
         --header 'Content-Type: application/xml' \
         -d @issuancePolicy.xml \
         'http://localhost:8888/zhaw-p2abc-webservices/issuance/protected/issuancePolicy/store/urn%3Afiware%3Aprivacy%3Auserdata'






Set Up Issuer Parameters


The next step is to set up issuer parameters. Issuer parameters could look like this:


    <?xml version="1.0" encoding="UTF-8" standalone="yes"?>
    <abc:IssuerParametersInput 
       xmlns:abc="http://abc4trust.eu/wp2/abcschemav1.0"
       xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
       xsi:schemaLocation="http://abc4trust.eu/wp2/abcschemav1.0 ../../../../../../../../abc4trust-xml/src/main/resources/xsd/schema.xsd"
       Version="1.0">
      <abc:ParametersUID>
        http://mroman.ch/generic/issuance:idemix
      </abc:ParametersUID>
      <abc:FriendlyIssuerDescription lang="en">
        Issuer parameters for generic
      </abc:FriendlyIssuerDescription>
      <abc:AlgorithmID>
        urn:abc4trust:1.0:algorithm:idemix
      </abc:AlgorithmID>
      <abc:CredentialSpecUID>
        urn:fiware:privacy:credspec:userdata
      </abc:CredentialSpecUID>
      <abc:HashAlgorithm>
        urn:abc4trust:1.0:hashalgorithm:sha-256
      </abc:HashAlgorithm>
      <abc:RevocationParametersUID>
        http://mroman.ch/RoomReservation/revocation
      </abc:RevocationParametersUID>
    </abc:IssuerParametersInput>



We install these parameters at the issuer:


    curl --user both:tomcat \
         -X POST \
         --header 'Content-Type: text/xml' \
         -d @./issuerParametersInput.xml \
         'http://localhost:8888/zhaw-p2abc-webservices/issuance/protected/setupIssuerParameters/' \
         > ./out/issuerParameters.xml



The result is a file that looks much like this:


    <?xml version="1.0" encoding="UTF-8" standalone="yes"?>
    <IssuerParameters
        xmlns="http://abc4trust.eu/wp2/abcschemav1.0"
        Version="IDEMIX:2015-09-04T14:08:35">
      <ParametersUID>urn:fiware:privacy:userdata:issuer-params</ParametersUID>
      <FriendlyIssuerDescription lang="en">Issuer parameters for generic</FriendlyIssuerDescription>
      <AlgorithmID>urn:abc4trust:1.0:algorithm:idemix</AlgorithmID>
      <SystemParameters Version="1.0">
        <SystemParameters:SystemParameters
            xmlns:SystemParameters="http://www.zurich.ibm.com/security/idemix"
            xmlns="http://www.zurich.ibm.com/security/idemix"
            xmlns:xs="http://www.w3.org/2001/XMLSchema"
            xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
            xsi:schemaLocation="http://www.zurich.ibm.com/security/idemix ../xsd/SystemParameters.xsd">
          <Elements> ... </Elements>
        </SystemParameters:SystemParameters>
        <GroupParameters:GroupParameters
            xmlns:GroupParameters="http://www.zurich.ibm.com/security/idemix" 
            xmlns="http://www.zurich.ibm.com/security/idemix" 
            xmlns:xs="http://www.w3.org/2001/XMLSchema"
            xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
            xsi:schemaLocation="http://www.zurich.ibm.com/security/idemix ../xsd/GroupParameters.xsd">
          <References>
            <SystemParameters>http://www.zurich.ibm.com/security/idmx/v2/sp.xml</SystemParameters>
          </References>
          <Elements> ... </Elements>
        </GroupParameters:GroupParameters>
        <uprove:KeyLength
            xmlns:uprove="urn:eu:abc4trust:systemparameters:uprove:1.0">
          2048
        </uprove:KeyLength>
        <uprove:GroupOID
            xmlns:uprove="urn:eu:abc4trust:systemparameters:uprove:1.0">
          1.3.6.1.4.1.311.75.1.1.1
        </uprove:GroupOID>
        <uprove:NumberOfTokens
            xmlns:uprove="urn:eu:abc4trust:systemparameters:uprove:1.0">
          50
        </uprove:NumberOfTokens>
      </SystemParameters>
      <CredentialSpecUID>urn:fiware:privacy:userdata</CredentialSpecUID>
      <HashAlgorithm>urn:abc4trust:1.0:hashalgorithm:sha-256</HashAlgorithm>
      <CryptoParams>
        <IssuerPublicKey:IssuerPublicKey
            xmlns:IssuerPublicKey="http://www.zurich.ibm.com/security/idemix"
            xmlns="http://www.zurich.ibm.com/security/idemix"
            xmlns:xs="http://www.w3.org/2001/XMLSchema"
            xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
            xsi:schemaLocation="http://www.zurich.ibm.com/security/idemix ../xsd/IssuerPublicKey.xsd">
          <References>
            <GroupParameters>http://www.zurich.ibm.com/security/idmx/v2/gp.xml</GroupParameters>
            </References>
            <Elements>
              <S>317390391983683...</S>
              <Z>860906949944685...</Z>
              <n>118611787025242...</n>
              <Bases num="2">
              <Base>730669267630...</Base>
              <Base>539643129622...</Base>
            </Bases>
          </Elements>
          <Features>
            <Epoch length="432000"/>
          </Features>
        </IssuerPublicKey:IssuerPublicKey>
      </CryptoParams>
      <RevocationParametersUID>
        http://mroman.ch/RoomReservation/revocation
      </RevocationParametersUID>
    </IssuerParameters>



These issuer parameters must now be stored at the user and the verifier


    curl -X PUT \
         --header 'Content-Type: text/xml' \
         -d @./out/issuerParameters.xml \
         'http://localhost:8888/zhaw-p2abc-webservices/user/storeIssuerParameters/http%3A%2F%2Fmroman.ch%2Fgeneric%2Fissuance%3Aidemix' \
         > ./out/storeIssuerParametersAtUser.xml

    curl --user both:tomcat \
         -X PUT \
         --header 'Content-Type: text/xml' \
         -d @./out/issuerParameters.xml \
         'http://localhost:8888/zhaw-p2abc-webservices/verification/protected/storeIssuerParameters/http%3A%2F%2Fmroman.ch%2Fgeneric%2Fissuance%3Aidemix' \
         > ./out/storeIssuerParametersAtVerifier.xml



The results are, respectively:


    <?xml version="1.0" encoding="UTF-8" standalone="yes"?>
    <ABCEBoolean
        xmlns="http://abc4trust.eu/wp2/abcschemav1.0"
        value="true"/>



and


    OK



At this point, issuer, user, and verifier are fully set up.





Issue a Credential


This is a multi-round protocol between user and issuer.  The suer service creates a first issuacne message:


    <?xml version="1.0" encoding="UTF-8" standalone="yes"?>
    <IssuanceMessage
        xmlns="http://abc4trust.eu/wp2/abcschemav1.0"
        Context="abc4trust.eu/issuance-protocol/3a41civjf7dufazx">
      <IssuancePolicy
          Version="1.0">
        <PresentationPolicy
            PolicyUID="http://thebestbank.com/creditcards/issuance/policy">
            <Message>
              <Nonce>AP7rRHT6Hbst5+w=</Nonce>
              <ApplicationData>
                <TestApplicationData>
                  <Data
                      xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
                      xmlns:xs="http://www.w3.org/2001/XMLSchema"
                      xsi:type="xs:string">
                    Generic
                  </Data>
                </TestApplicationData>
              </ApplicationData>
            </Message>
          </PresentationPolicy>
          <CredentialTemplate>
            <CredentialSpecUID>
              urn:fiware:privacy:userdata
            </CredentialSpecUID>
            <IssuerParametersUID>
              urn:fiware:privacy:userdata:issuer-params
            </IssuerParametersUID>
            <UnknownAttributes/>
          </CredentialTemplate>
        </IssuancePolicy>
      </IssuanceMessage>



This message is posted to the issuer:


    curl -X POST \
         --header 'Content-Type: text/xml'
         -d @./out/firstIssuanceMessage.xml \
         'http://localhost:8888/zhaw-p2abc-webservices/user/issuanceProtocolStep/' \
         > ./out/issuanceReturn.xml



The return will look something like this:


    <?xml version="1.0" encoding="UTF-8" standalone="yes"?>
    <ns2:IssuanceReturn
        xmlns:ns2="http://abc4trust.eu/wp2/abcschemav1.0">
      <uia>
        <uiContext>ui-context-i//jpzi121ilfi5qep</uiContext>
        <data>
          <credentialSpecifications>
            <credentialSpecification 
                uri="urn:fiware:privacy:userdata">
              <spec
                  Version="1.0"
                  KeyBinding="true"
                  Revocable="false">
                <ns2:SpecificationUID>
                  urn:fiware:privacy:userdata
                </ns2:SpecificationUID>
                <ns2:FriendlyCredentialName lang="en">
                  userdata credential specification
                </ns2:FriendlyCredentialName>
                <ns2:AttributeDescriptions MaxLength="256">
                  <ns2:AttributeDescription
                      Type="someAttribute"
                      DataType="xs:integer"
                      Encoding="urn:abc4trust:1.0:encoding:integer:signed">
                    <ns2:FriendlyAttributeName lang="en">
                      someAttribute attribute
                    </ns2:FriendlyAttributeName>
                  </ns2:AttributeDescription>
                </ns2:AttributeDescriptions>
              </spec>
            </credentialSpecification>
          </credentialSpecifications>
          <issuers>
            <issuer uri="urn:fiware:privacy:userdata:issuer-params">
              <revocationAuthorityUri>
                http://mroman.ch/RoomReservation/revocation
              </revocationAuthorityUri>
              <description>
                <description lang="en">
                  Issuer parameters for generic
                </description>
              </description>
              <spec ref="urn:fiware:privacy:userdata"/>
            </issuer>
          </issuers>
          <revocationAuthorities/>
          <credentials/>
          <pseudonyms/>
          <inspectors/>
          </data>
            <tokenCandidates>
              <tokenCandidate candidateId="0">
                <tokenDescription
                    PolicyUID="http://thebestbank.com/creditcards/issuance/policy"
                    TokenUID="abc4t://token/4x79ri6453dutl0m">
                  <ns2:Message>
                    <ns2:Nonce>AP7rRHT6Hbst5+w=</ns2:Nonce>
                    <ns2:ApplicationData>
                      <ns2:TestApplicationData>
                        <ns2:Data
                            xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
                            xmlns:xs="http://www.w3.org/2001/XMLSchema"
                            xsi:type="xs:string">
                          Generic
                        </ns2:Data>
                      </ns2:TestApplicationData>
                    </ns2:ApplicationData>
                  </ns2:Message>
                </tokenDescription>
                <credentials/>
                <pseudonymCandidates>
                  <pseudonymCandidate candidateId="0">
                    <pseudonyms/>
                  </pseudonymCandidate>
                </pseudonymCandidates>
                <revealedFacts/>
                <revealedAttributeValues/>
                <inspectableAttributes/>
              </tokenCandidate>
            </tokenCandidates>
            <policy Version="1.0">
              <ns2:PresentationPolicy
                  PolicyUID="http://thebestbank.com/creditcards/issuance/policy">
                <ns2:Message>
                  <ns2:Nonce>AP7rRHT6Hbst5+w=</ns2:Nonce>
                  <ns2:ApplicationData>
                    <ns2:TestApplicationData>
                      <ns2:Data
                          xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
                          xmlns:xs="http://www.w3.org/2001/XMLSchema"
                          xsi:type="xs:string">
                        Generic
                      </ns2:Data>
                    </ns2:TestApplicationData>
                  </ns2:ApplicationData>
                </ns2:Message>
              </ns2:PresentationPolicy>
              <ns2:CredentialTemplate>
                <ns2:CredentialSpecUID>
                  urn:fiware:privacy:userdata
                </ns2:CredentialSpecUID>
                <ns2:IssuerParametersUID>
                  urn:fiware:privacy:userdata:issuer-params
                </ns2:IssuerParametersUID>
                <ns2:UnknownAttributes/>
                </ns2:CredentialTemplate>
              </policy>
            </uia>
          </ns2:IssuanceReturn>



At this point in the interaction, the user would normaly be asked to choose from various identities. We do that for him or her.


    UiContext=`cat ./out/issuanceReturn.xml \
      | sed 's/^.*<uiContext>//' \
      | sed 's/<\/uiContext>.*//'`
    cat ./uiIssuanceReturn.xml \
      | sed "s#REPLACE-THIS-CONTEXT#${UiContext}#" \
      > ./out/uiIssuanceReturn.xml
    curl -X POST \
         --header 'Content-Type: text/xml' \
         -d @./out/uiIssuanceReturn.xml \
         'http://localhost:8888/zhaw-p2abc-webservices/user/issuanceProtocolStepUi/' \
         > ./out/secondIssuanceMessage.xml
    curl -X POST \
         --header 'Content-Type: text/xml' \
         -d @./out/secondIssuanceMessage.xml \
         'http://localhost:8888/zhaw-p2abc-webservices/issuance/issuanceProtocolStep/' \
         > ./out/thirdIssuanceMessageAndBoolean.xml
    curl -X POST \
         --header 'Content-Type: text/xml' \
         -d @./out/thirdIssuanceMessageAndBoolean.xml \
         'http://localhost:8888/zhaw-p2abc-webservices/user/extractIssuanceMessage/' \
         > ./out/thirdIssuanceMessage.xml
    curl -X POST \
         --header 'Content-Type: text/xml' \
         -d @./out/thirdIssuanceMessage.xml \
         'http://localhost:8888/zhaw-p2abc-webservices/user/issuanceProtocolStep/' \
         > ./out/fourthIssuanceMessageAndBoolean.xml



At this point, the user service has a credential.


We want to access a protected resource at the verifier, so the next step is to create a presentation token:


    curl -X POST \
         --header 'Content-Type: text/xml'
         -d @./presentationPolicyAlternatives.xml \
         'http://localhost:12001/zhaw-p2abc-webservices/verification/createPresentationPolicy/' \
         > ./out/presentationPolicyAlternatives.xml

    curl -X POST \
         --header 'Content-Type: text/xml' \
         -d @./out/presentationPolicyAlternatives.xml \
         'http://localhost:12001/zhaw-p2abc-webservices/user/createPresentationToken/' \
         > ./out/presentationReturn.xml

    UiContext=`cat ./out/presentationReturn.xml \
      | sed 's/^.*<uiContext>//' \
      | sed 's/<\/uiContext>.*//'`
    cat ./uiPresentationReturn.xml \
      | sed "s#REPLACE-THIS-CONTEXT#${UiContext}#" \
      > ./out/uiPresentationReturn.xml

    curl -X POST \
         --header 'Content-Type: text/xml' \
         -d @./out/uiPresentationReturn.xml \
         'http://localhost:12001/zhaw-p2abc-webservices/user/createPresentationTokenUi/' \
         > ./out/presentationToken.xml

    presentationPolicy=`cat ./out/presentationPolicyAlternatives.xml \
      | sed 's/^.*<PresentationPolicyAlternatives xmlns="http:\/\/abc4trust.eu\/wp2\/abcschemav1.0" Version="1.0">//' \
      | sed 's/<\/PresentationPolicyAlternatives>.*//'`
    presentationToken=`cat ./out/presentationToken.xml \
      | sed 's/^.*<PresentationToken xmlns="http:\/\/abc4trust.eu\/wp2\/abcschemav1.0" Version="1.0">//' \
      | sed 's/<\/PresentationToken>.*//'`
    echo '<?xml version="1.0" encoding="UTF-8" standalone="yes"?>' \
      > ./out/presentationPolicyAlternativesAndPresentationToken.xml
    echo '<PresentationPolicyAlternativesAndPresentationToken xmlns="http://abc4trust.eu/wp2/abcschemav1.0" Version="1.0"> <PresentationPolicyAlternatives>' \
      >> ./out/presentationPolicyAlternativesAndPresentationToken.xml
    echo "${presentationPolicy}" \
      >> ./out/presentationPolicyAlternativesAndPresentationToken.xml
    echo '</PresentationPolicyAlternatives>' \
      >> ./out/presentationPolicyAlternativesAndPresentationToken.xml
    echo '<PresentationToken>' \
      >> ./out/presentationPolicyAlternativesAndPresentationToken.xml
    echo "${presentationToken}" \
      >> ./out/presentationPolicyAlternativesAndPresentationToken.xml
    echo '</PresentationToken>' \
      >> ./out/presentationPolicyAlternativesAndPresentationToken.xml
    echo '</PresentationPolicyAlternativesAndPresentationToken>' \
      >> ./out/presentationPolicyAlternativesAndPresentationToken.xml



Finally, we can send that to the verifier and have it verified:


    curl -X POST \
         --header 'Content-Type: text/xml' \
         -d @./out/presentationPolicyAlternativesAndPresentationToken.xml \
         'http://localhost:12001/zhaw-p2abc-webservices/verification/verifyTokenAgainstPolicy/' \
         > ./out/presentationTokenDescription.xml



The reuslt is this:


    <?xml version="1.0" encoding="UTF-8" standalone="yes"?>
    <PresentationTokenDescription
        xmlns="http://abc4trust.eu/wp2/abcschemav1.0"
        PolicyUID="urn:fiware:privacy:policy:userdata"
        TokenUID="abc4t://token/3vvitxmqokul35e2">
      <Message>
        <Nonce>XM1Z/VuKlgid3g==</Nonce>
        <ApplicationData>Generic</ApplicationData>
      </Message>
      <Credential Alias="#ticket">
        <CredentialSpecUID>urn:fiware:privacy:userdata</CredentialSpecUID>
        <IssuerParametersUID>
          urn:fiware:privacy:userdata:issuer-params
        </IssuerParametersUID>
      </Credential>
      <AttributePredicate
          Function="urn:oasis:names:tc:xacml:1.0:function:integer-less-than">
        <Attribute
            CredentialAlias="#ticket"
            AttributeType="someAttribute"/>
        <ConstantValue
            xmlns:abc="http://abc4trust.eu/wp2/abcschemav1.0"
            xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">
          125
        </ConstantValue>
      </AttributePredicate>
    </PresentationTokenDescription>
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ABC4Trust Card Lite - CryptoExperts [http://www.cryptoexperts.com]


ABC4Trust Card Lite is an implementation of Privacy-ABC systems for ML3-36K-R1 Multos Smartcards. The card is
mono-applicative and dedicated to the device-binding versions of the two specific systems U-Prove and IdentityMixer,
although it might be reused to support other discrete-log-based, device-bound Privacy-ABCs. The card also supports a
number of customized functionalities required by the Patras and Söderhamn pilots in their first version. At the time you
compile, you need to choose the target version, please see the Makefile.



What’s included


You only need the file main.c and main.h to generate an ALU, which is the file you need to upload on your Multos
smartcard. Compiling this code and uploading the generated ALU requires softwares distributed by MULTOS
(http://www.multos.com).


ABC4Trust_Card_Lite/
├── main.c
├── main.h
├── LICENSE
├── MakeFike
├── README.md






How to contact us


https://www.cryptoexperts.com/about





License


Copyright 2013 CryptoExperts. See the LICENSE file for license rights and limitations (GPLv3).
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P2ABC Docker


This file contains instructions on how to use the P2ABC docker files.


NOTE that it makes no sense to deploy any single component of P2ABC on its own; they only make sense when deployed together, and when deployed on different machines.



		Read what P2ABC is all about. Also look at the installation guide and user guide.


		Decide on an infrastructure for the issuer and verifier.


		Map and configure the issuer’s configuration files (web.xml, context.xml) according to the installation guide.


		Map and configure the verifier’s configuration files (web.xml, context.xml) according to the installation guide.


		Map and configure the user’s configuration files (web.xml, context.xml) according to the installation guide.


		Finally, run issuer, verifier, and user according to to the user guide.
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Privacy GEri Installation and Administration Guide





Before You Start


You should familiarise yourself with the concepts of the Privacy GE as laid out in the Privacy GE architecture description; see also the README.  That document also has a complete glossary of all the terms that we will be using in this document.





How to Build and Deploy



Requirements and Prerequisites



		A Java JDK [http://www.oracle.com/technetwork/java/javase/downloads/index.html] for Java version 8 (or probably higher). The runtime environment (JRE) will not suffice. (This is a prerequisite also for building IBM’s P2ABC engine.)


		A recent git [http://www.git-scm.com/] client.


		Maven 3 [https://maven.apache.org/] (this is a prerequisite also for building IBM’s P2ABC engine).


		The P2ABC engine [https://github.com/p2abcengine/p2abcengine/], in a version from before January 2015.


		The current version of the Privacy GEri, which is available from the ZHAW github [https://github.engineering.zhaw.ch/neut/p2abcengine].





You will also need either a functioning .NET environment or a mono executable; we have found no way to disable .NET support in the libary that does all the crypto.  The .NET environment will not be needed, it just has to look as if it was there. If you don’t already have .NET and don’t want mono, you could execute these commands in a directory on the servlet engine’s execution path:


if [ ! -f mono ]; then
  echo : > mono
  chmod 755 mono
fi



Next, build the P2ABC engine according to its build instructions [https://github.com/p2abcengine/p2abcengine/wiki/How-to-Build-the-ABC-Engine]. This will install the required JAR files in your local Maven repository.


Please NOTE that ZHAW does not maintain the P2ABC engine, nor do we maintain its documentation. Should you find errors in the installation instructions or in the software, please address them to the maintainers of the P2ABC engine, not to us. If you find any, we cannot do anything about them even if we wanted to, except perhaps sympathise with you.



Obtaining the Source Code


The latest version can always be obtained from ZHAW’s P2ABC github [https://github.engineering.zhaw.ch/neut/p2abcengine]:


git clone https://github.engineering.zhaw.ch/neut/p2abcengine.git
mv p2abcengine p2abcengine-zhaw



That last step, renaming the directory, is necessary because IBM’s p2abcengine will clone into the same directory.





Building the Privacy GE


Once this is in place, building the Privacy GE is as simple as


cd p2abcengine-zhaw
mvn package



(You can add -DskipTests to the Maven invocation if you would like to skip the unit tests.)


Per default this will generate a war-file with all the services included. If you prefer a war-file with only one involved party you can
do this by specifing a maven profile such as:


 mvn package -P user
 mvn package -P issuance
 mvn package -P verification



which will produce war-files using only the corresponding REST-service and GUI-service.





Deploying the Privacy GE


The result of the previous step is that files services/target/zhaw-webservices-4.1.3-*PROFILE*.war have been created, where PROFILE stands for user, issuer, or verifier, and where the precise version number may vary. These are the services that make up the Privacy GE. You deploy them like you would deploy any other WAR; the precise mechanics depend on the servlet engine and your preferred mode of deployment.







Providers



Authentication-Providers


The Authentication-Providers are used by the issuance service to authenticate users to then later gather
the correct user’s data from the attribute source.


Currently authentication through LDAP, JDBC or KEYROCK is supported. _UID_ when using
JDBC is the sha1 hash of the username provided during the authentication process. When using KEYROCK
_UID_ is the sha1 hash of the e-mail value returned by Keyrock. For LDAP _UID_ is the
raw username provided during authentication however limited to characters a-zA-Z.



LDAP


When using LDAP as an authentication source the bindQuery is used to find the Bind-DN of the user in the LDAP
directory. Therefore the bindQuery must be an LDAP search filter capable of finding the correct user.





JDBC


For JDBC the bindQuery must be an SQL-Query that returns the password (as a sha1 hash) together with it’s salt.
Such a query could for example be SELECT password, salt FROM users WHERE username='_UID_'. The JDBCAuthenticationProvider
will perform the comparison sha1(salt + authPassword) == sha1(password) (where authPassword is the password given to the
issuance service by the user). Please be aware that the order of the columns returned by the bindQuery is relevant.
SELECT salt, password doesn’t obey the required order. First column must be the password and the second column must be the salt.





KEYROCK


The KeyrockAuthenticationProvider ignores the bindQuery since it is not required and therefore unused.







Attribute-Providers


The AttributeValueProviders are capable of extracting values from an underlying attribute source whereas AttributeInfoProviders
are used to extract meta-information from and underlying attribute source. AttributeInfoProviders are used when
generating CredentialSpecifications and AttributeValueProviders are used when issuing Credentials.


Currently support for LDAP and JDBC is available. We recommend using a JDBC database as an attribute source. When using LDAP
the name parameter for generating CredentialSpecifications refers to an objectClass in LDAP. When using JDBC the name
parameter for generating CredentialSpecifications refers to the name of a table in the database.


For LDAP the queryRule is an LDAP search filter capable of finding an entry in LDAP that is somehow bound to the user (i.e.
contains the user’s attributes). For JDBC the queryRule is an SQL-Query that queries all attributes of the user
(e.g. an example query would be SELECT * FROM userAttributes WHERE user = '_UID_';).



Mappings


Mappings determine how the data types of the underlying attribute source will be mapped (by the Attribute-Providers)
to p2abc data types.


Note: If you plan on using dates we recommend using timestamps stored
as integers.



LDAP-Mappings


The LDAP-Provider is capable of understanding the following types:



		1.3.6.1.4.1.1466.115.121.1.15 will be mapped to xs:string with encoding urn:abc4trust:1.0:encoding:string:sha-256


		1.3.6.1.4.1.1466.115.121.1.50 will be mapped to xs:string with encoding urn:abc4trust:1.0:encoding:string:sha-256


		1.3.6.1.4.1.1466.115.121.1.27 will be mapped to xs:integer with encoding urn:abc4trust:1.0:encoding:integer:signed








JDBC-Mappings


The JDBC-Provider is capable of understanding the following types:



		VARCHAR will be mapped to xs:string with encoding urn:abc4trust:1.0:encoding:string:sha-256


		BIGINT, INTEGER and SMALLINT will be mapped to xs:integer with encoding urn:abc4trust:1.0:encoding:integer:signed





VARCHAR, BIGINT, INTEGER and SMALLINT refer to java.sql.Types.* types.











Configuration


Configuration is done through web.xml and context.xml (which reside in the WEB-INF and META-INF directories, respectively).  Some entries exist for more than one service.


IMPORTANT: URLs that are generated by the Privacy GE may contain encoded slashes. These are sometimes disabled in application servers and then the Privacy GE will not work properly. To enable this in Tomcat, put this line in Tomcat’s configuration file:


org.apache.tomcat.util.buf.UDecoder.ALLOW_ENCODED_SLASH=true



If you run another application server, please consult its manual.



Issuance Service


The components of the issuer that communicate with either an [[Privacy - Architecture Description#Identity Source|identity source]] or an [[Privacy - Architecture Description#Attribute Source|attribute source]] are called [[Privacy - Architecture Description#Authentication Provider|authentication providers]] and [[Privacy - Architecture Description#Attribute Provider|attribute providers]], respectively. [[Privacy - Architecture Description#Authentication Provider|authentication providers]] extend the abstract class ch.zhaw.ficore.p2abc.services.issuance.AuthenticationProvider.


Attribute providers are implemented by extending two abstract classes.  The first abstract class, ch.zhaw.ficore.p2abc.services.issuance.AttributeInfoProvider, provides meta-information about an attribute source, such as the names and types of the attributes that are available in that source.  The second abstract class, ch.zhaw.ficore.p2abc.services.issuance.AttributeValueProvider, finally implements the mechanism to retrieve the attributes elonging to a name.  Using this mechanism, it is possible to write a provider that uses a CSV file as both an identity source and as an attribute source).  If you do that, you will need to modify the factory methods of the extended abstract classes.


In web.xml:



		cfg/useDbLocking: If set to true the software will not make concurrent requests to the underlying JDBC database. Locking for example might be necessary when using SQLite (in certain circumstances).


		cfg/Source/attributes: The attribute source to use (java.lang.String). Example values: LDAP, JDBC. If you downloaded the service from github, the value will be FAKE, which is NOT SUITABLE FOR PRODUCTION and MUST BE REPLACED BEFORE DEPLOYING THE SERVICE!


		cfg/Source/authentication‘: The authentication source to use (java.lang.String). Example values: FAKE, LDAP, JDBC.


		cfg/bindQuery: The so called Bind Query. This is used by the authentication provider. One plausible example is: SELECT password FROM users WHERE username='_UID_'. Please refer to the documentation of the underlying AuthenticationProvider because the Bind Query is provider specific.


		cfg/useDbLocking: If set to true the software will not make concurrent requests to the underlying JDBC-database. Locking for example might be necessary when using SQLite-Databases (in certain circumstances).


		cfg/issuanceServiceURL: The URL of the issuance-service. This URL is used by the issuance-gui to talk with the issuance-resource. URL should end with a /. Example value: http://srv-lab-t-425.zhaw.ch:8080/zhaw-p2abc-webservices/issuance/. (Issuance-GUI)


		cfg/restAuthPassword: The password to use to authenticate to the REST-API of the services. The REST-API of the (non-gui) services is protected by Basic HTTP Auth. (All GUI services).


		cfg/restAuthUser: The user to use to authenticate to the REST-API of the services. The REST-API of the (non-gui) services is protected by Basic HTTP Auth. (All GUI services).


		cfg/keyrock/baseURL: URL to the Keyrock OAuth API. Defaults to https://account.lab.fiware.org/.





In context.xml:


<Resource
    name="jdbc/URIBytesStorage"
    type="javax.sql.DataSource"
    scope="Unshareable"
    driverClassName="org.sqlite.JDBC"
    factory="org.apache.tomcat.jdbc.pool.DataSourceFactory"
    url="jdbc:sqlite:/tmp/blabla.db"/>



This resource entry is to configure the storage of the services. The web-services can be configured to use any JDBC-DataSource (in the example above we use SQLite).


<Resource
    name="cfg/ConnectionParameters/attributes"
    type="ch.zhaw.ficore.p2abc.configuration.ConnectionParameters"
    factory="org.apache.naming.factory.BeanFactory"
    serverName="localhost"
    serverPort="10389"
    authenticationMethod="simple"
    user="uid=admin, ou=system"
    password="secret"
    connectionString="jdbc:sqlite:/tmp/test.db"
    driverString="org.sqlite.JDBC"
    useTls="false"/>
    
<Resource
    name="cfg/ConnectionParameters/authentication"
    type="ch.zhaw.ficore.p2abc.configuration.ConnectionParameters"
    factory="org.apache.naming.factory.BeanFactory"
    serverName="localhost"
    serverPort="10389"
    authenticationMethod="simple"
    user="uid=admin, ou=system"
    password="secret"
    connectionString="jdbc:sqlite:/tmp/test.db"
    driverString="org.sqlite.JDBC"
    useTls="false"/>



These two Resource entries are to configure the connection parameters for the Authentication- and Attribute Providers. Depending on the provider not all settings are actually used.
For example the LDAP-Providers ignore connectionString and driverString. Please refer to the documentation of the underlying provider for more information about what settings are required and what
values it expects.


For LDAP the Query is an LDAP Search Query. For SQL the Query is an SQL-Statement.
In Queries the String _UID_ will be replaced with the user name as given in the
authentication request by an end user. User names are restricted to ASCII letters only.





Verification Service


In web.xml:



		cfg/verifierIdentity: The Verifier Identity is a String that should uniquely identify a verifier (for example use the URL of your verification-service). Presentation policies and Presentation tokens can contain a Verifier Identity which the verification-service will check if the Verifier Identity given by the user in the Presentation Token matches his own Verifier Identity (i.e. if the presentation token was actually intended for said verification-service and not for another verification-service. This is to prevent man-in-the-middle attacks where a verification-service proxies another verification-service. (HOWEVER: There seems to be an issue in the implementation of the underlying engine we use which appears to NOT sign the Verifier Identity which means that an attacker can alter the Verifier Identity of a created Presentation Token which means that it actually can’t really protect against man-in-the-middle attacks. This issue is still under investigation.)


		cfg/useDbLocking: If set to true the software will not make concurrent requests to the underlying JDBC-database. Locking for example might be necessary when using SQLite-Databases (in certain circumstances). (ALL)


		cfg/verificationServiceURL: The URL of the verification-service. This URL is used by the verification-gui to talk with the verification-service. URL should end with a /. Example value: http://srv-lab-t-425.zhaw.ch:8080/zhaw-p2abc-webservices/verification/. (Verification-GUI)


		cfg/restAuthPassword: The password to use to authenticate to the REST-API of the services. The REST-API of the (non-gui) services is protected by Basic HTTP Auth. (All GUI services).


		cfg/restAuthUser: The user to use to authenticate to the REST-API of the services. The REST-API of the (non-gui) services is protected by Basic HTTP Auth. (All GUI services).


		cfg/allowFakeAccesstoken: If set an accesstoken FAKE will always allow access to a resource named FAKE. Don’t use this in production.








User Service


In web.xml:



		cfg/useDbLocking: If set to true the software will not make concurrent requests to the underlying JDBC-database. Locking for example might be necessary when using SQLite-Databases (in certain circumstances). (ALL)


		cfg/userServiceURL: The URL of the user-service. This URL is used by the user-gui to talk with the user-service. URL should end with a /. Example value: http://srv-lab-t-425.zhaw.ch:8080/zhaw-p2abc-webservices/user/. (User-GUI)


		cfg/restAuthPassword: The password to use to authenticate to the REST-API of the services. The REST-API of the (non-gui) services is protected by Basic HTTP Auth. (All GUI services).


		cfg/restAuthUser: The user to use to authenticate to the REST-API of the services. The REST-API of the (non-gui) services is protected by Basic HTTP Auth. (All GUI services).








User-GUI Service


In web.xml:



		cfg/userGui/keyrockEnabled: Boolean. If set to true then the user-gui will perform the neccessary intermediate steps required if the issuance-service requires keyrock authentication. This flag only affects the gui service.


		cfg/keyrock/clientId: The ClientID as provided under “Credentials” in Keyrock.


		cfg/keyrock/clientSecret: The client secret as provided under “Credentials” in Keyrock.


		cfg/keyrock/baseURL: URL to the Keyrock OAuth API. Defaults to https://account.lab.fiware.org/.





clientId and clientSecret are generated by Keyrock when you register an application. The p2abc-webservices will use what is called Resource Owner Password Credentials Grant in OAuth.
The accesstoken received from Keyrock is sent together with the issuance request to the issuance-service.





P2ABC-Filter



		cfg/p2abc-filter/callbackRegex: The callback regex for the P2ABC-Filter. If the path of a request matches this regex the filter will look for the accesstoken and try to verify it at the verification service.


		cfg/p2abc-filter/pathRegex: This regex specifies when the P2ABC-Filter shall intercept requests and deny or allow access.


		cfg/p2abc-filter/resourceName: This specifies the name of the resource. When the P2ABC-Filter performs the verifyAccessToken-lookup at the verification service it will match this resourceName with the output of the verification service.


		cfg/p2abc-filter/verifierURL: The url of the verification service.






How does the P2ABC-Filter work?


The P2ABC-Filter will analyze requests and deny them if neccessary. If a request matches callbackRegex the P2ABC-Filter will require that an accesstoken is present in the request and will try to verify
it at the verification service and check if this accesstoken unlocks access to the resource resourcName. If verification succeeds the P2ABC-Filter will inject a session cookie.
If a request matches pathRegex the P2ABC-Filter will deny the request unless a valid session cookie is present.





How to use?


Given below is an example configuration (WEB-INF/web.xml):


<env-entry>
    <env-entry-name>cfg/p2abc-filter/callbackRegex</env-entry-name>
    <env-entry-value>^demo-resource/page$</env-entry-value>
    <env-entry-type> java.lang.String </env-entry-type>
</env-entry>
<env-entry>
    <env-entry-name>cfg/p2abc-filter/pathRegex</env-entry-name>
    <env-entry-value>^demo-resource(.*)$</env-entry-value>
    <env-entry-type> java.lang.String </env-entry-type>
</env-entry>
<env-entry>
    <env-entry-name>cfg/p2abc-filter/resourceName</env-entry-name>
    <env-entry-value>FAKE</env-entry-value>
    <env-entry-type> java.lang.String </env-entry-type>
</env-entry>
<env-entry>
    <env-entry-name>cfg/p2abc-filter/verifierURL</env-entry-name>
    <env-entry-value>https://localhost:8443/zhaw-p2abc-webservices/verification</env-entry-value>
    <env-entry-type> java.lang.String </env-entry-type>
</env-entry>



and to activate the P2ABC-Filter (which consists of a Request- and a ResponseFilter) (also WEB-INF/web.xml):


<init-param>
    <param-name>com.sun.jersey.spi.container.ContainerRequestFilters</param-name>
    <param-value>ch.zhaw.ficore.p2abc.filters.PrivacyReqFilter</param-value>
</init-param>
<init-param>
    <param-name>com.sun.jersey.spi.container.ContainerResponseFilters</param-name>
    <param-value>ch.zhaw.ficore.p2abc.filters.PrivacyRespFilter</param-value>
</init-param>








Protecting the services from unwanted access


You will most likely want to prevent access to some of the REST-methods exposed by the services.
All methods that should not be exposed to the public in the verification service and the issuance service have a path prefix
/protected/*. You can restrict access to these methods through the web.xml. Given below is an example which
shows how to protect the issuance service.


<security-constraint> 
  <!-- web resources that are protected -->
  <web-resource-collection>
    <web-resource-name>A Protected Page</web-resource-name>
    <url-pattern>/issuance/protected/*</url-pattern>
  </web-resource-collection>

  <auth-constraint>
    <!-- role-name indicates roles that are allowed
         to access the web resource specified above -->
    <role-name>p2abc-manager</role-name>
  </auth-constraint>
</security-constraint> 








Integrating P2ABC with Resource Owners


Resource owners such as hosters of web-applications or similar can very easily integrate the use of privacy-preserving credentials. A resource owner must register his resource at a cooperating verifier. For this purpose, the resource owner will need:



		the resource’s URI;


		a presentation policy that controls access to that resource; and


		a redirect URI to which an end user is redirected with an access token if he can satisfy the given presentation policy.





This registration requires no change at all at the resource owner’s web-application. The web-application need only extract the access token from the URI and perform a REST call to the verifier to verify it.


For example, a resource owner might register his resource with a redirect URI of http://myresource.com/access. Assuming that the end user passes verification of his credentials, he will be redirected to http://myresource.com/access/?accesstoken=xyz.  The web-application now needs to extract the token from the query and make a REST call to the verifier http://myverifier.com/verification/verifyAccessToken?accesstoken=xyz.  If successful, this will return the name/URI of the resource the end user requested, and an HTTP error otherwise.


Given below is some example code in Java (using javax.ws.rs) which will verify that an end user has a valid access token and requested
the resource named resource. After an access token has been verified the verifier will forget the access token, this means that the application
should perform its own session handling/user tracking after it got the confirmation from the verifier that the access token was valid.


@GET()
@Path("/page/")
public Response resource(@QueryParam("accesstoken") String accessToken)
        throws Exception {
    try {
        String result = (String) RESTHelper
                .getRequestUnauth("http://your-verifier.your-company.com/zhaw-p2abc-webservices/verification/verifyAccessToken?accesstoken="
                        + URLEncoder.encode(accessToken, "UTF-8")); //performs a HTTP-GET request

        if (result.equals("resource")) {
            // Your response goes here
            return Response.ok("You are allowed to access this page: " + result)
                    .build();
        } else {
            return Response.status(Response.Status.FORBIDDEN)
                    .entity("You are not allowed to access this page: " + result).build();
        }
    } catch (Exception e) {
        return Response.status(Response.Status.FORBIDDEN)
                .entity("You are not allowed to access this page!").build();
    }
}



If you don’t want or can’t change your applications code you can use the P2ABC-Filter (see above). The P2ABC-Filter consists of a Response- and Request-Filter which you can use for example through tomcat.







Sanity check procedures


The Sanity Check Procedures are the steps that a System Administrator will take to verify that an installation is ready to be tested. This is therefore a preliminary set of tests to ensure that obvious or basic malfunctioning is fixed before proceeding to unit tests, integration tests and user validation.


Unit and integration tests of the p2abcengine run as self-hosted applications through the use of jersey. You can just run them through mvn test. However, this does of course not test a live installation.
The tests are self-embedded and self-configuring.



List of Running Processes


The following processes must be running for the Privacy GE to work:



		Web application server


		Database server(s)








Network interfaces Up & Open


Outgoing interfaces open for incoming connections on port 80 (if using plain HTTP) or 443 (if using HTTP with TLS; this is the preferred option).





Databases


For the issuer:



		Authentication provider


		Attribute provider





For the user:



		Database holding the credentials





For the verifier:



		The verifier does not need any databases










Diagnosis Procedures



Resource Availability


The availability of all services can be checked with the status method:


curl -X GET https://service.example.com:8888/status/



This should return a HTTP code of 200 (OK).





Remote Service Access


N/A





Resource Consumption


N/A





I/O flows



		Issuer: I/O flows from the administrative network to the GE via the Issuer GUI, and also from the outside (from users) to the REST part of the issuer API


		User: I/O flows from the user’s browser to the user service and from the user’s REST service to the issuer’s and verifier’s REST API. (Ephemeral port on localhost inbound, external port 80 or 443 outbound)


		Verifier: I/O flows from the administrative network to the GE via the Verifier GUI, and also from the outside (from users) to the REST part of the verifier API.
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  This folder contains extensions and additions for the p2abcengine.



		services/ contains the webservices (GUI and REST-API) for the p2abcengine.


		components/ contains some common components required by services/ and/or integration-tests


		integration-tests/ contains tests that can be manually launched.






How to build the core-abce


Before building the webservices you must/should build the core-abce first.


cd Code/core-abce
mvn clean install -DskipTests






How to build the webservices


To build the web-services you should do the following:


cd Code/zhaw/components
mvn clean install
cd Code/zhaw/services 
mvn clean install



You can then deploy the war (which currently contains ALL the services) to a tomcat server:


mvn -Dtomcat.username=munt -Dtomcat.password=**** tomcat7:deploy



(use tomcat7:redeploy if you want to redeploy instead).






          

      

      

    


    
        © Copyright .
      Created using Sphinx 1.3.1.
    

  

Code/zhaw/components/README.html


    
      Navigation


      
        		
          index


        		p2abcengine latest documentation »

 
      


    


    
      
          
            
  This folder contains components.
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  Webservices over the p2abcengine (which is in core-abce)
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